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Abstract: In order to improve the accuracy of multi-classification in network intrusion detection, an intrusion detection
method was proposed based on depthwise separable convolution and attention mechanism. By constructing a cascade
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1.8%, H:A Worms 255 5 0.4% 42T+ 2 1.4%,
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DQN+AM!!™ 97.40%
DLNID!"® 90.73%
DL+AM!™! 95.00%
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DoS Hulk 99.99% 96.78% 67.60% 93.94% 73.70% 98.65%
Port Scan 99.78% 99.88% 51.40% 99.59% 48.52% 87.11%
DdoS 99.98% 99.87% 54.69% 99.81% 55.97% 99.75%
DoS GoldenEye 99.65% 67.57% 48.71% 67.57% 57.57% 65.14%
FTP-Patator 99.93% 99.63% 0.00% 99.72% 0.00% 99.63%
SSH-Patator 99.84% 99.90% 0.00% 100% 0.00% 100%
DosS slowloris 99.30% 97.75% 78.90% 92.84% 78.18% 93.75%
DoS Slowhttptest 99.34% 93.84% 23.35% 86.82% 76.56% 78.35%
Bot 92.82% 46.47% 1.44% 48.71% 0.00% 48.07%
Web Attack Brute Force 82.14% 73.26% 4.69% 73.46% 80.81% 49.79%
Web Attack-XSS 50.00% 30.62% 1.25% 34.37% 0.00% 58.75%
Infiltration 76.92% 100% 50.00% 83.33% 0.00% 83.33%
Web Attack Sql Injection 100% 50.00% 0.00% 50.00% 0.00% 50.00%
Heartbleed 80.00% 100% 80.00% 100% 0.00% 40.00%
=8 ARICHEE 5 H i8R 4 NSL-KDD #(#E & F&Y F1 B b
PRa5 FN RS DL RNN-ADV GAN-PSO-ELM DCNN SAVAER-DNN
Normal 98.82% 98.11% 95.46% 97.85% 99.47% 95.30%
Dos 99.78% 98.75% 96.61% 98.11% 99.13% 85.10%
Probe 98.65% 83.34% 85.55% 97.31% 94.35% 74.47%
R2L 94.10% 48.35% 55.58% 89.28% 83.21% 53.59%
U2R 84.00% 74.28% 63.92% 80.53% 64.10% 44.50%
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b2 A7 MDPCA-DBN SE GTDR
Normal 94.65% 82.85% 91.82%  97.39%
Generic 98.70% 96.93% 98.32%  81.37%
Exploits 90.71% 83.51% 85.00%  76.22%
Fuzzers 60.15% 44.39% 60.97%  64.42%
DoS 10.50% 23.72% 25.00% 14.29%
Reconnaissance 79.00% 76.68% 74.80% 46.07%
Analysis 8.76% 0.00% 11.00%  20.45%
Backdoor 9.44% 0.85% 10.79%  67.32%
Shellcode 69.53% 39.47% 58.22%  36.39%
Worms 40.00% 11.11% 37.50% 18.37%
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